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Reconocimiento

Starting Nmap 7
NSE: Loaded 155 scripts for
NSE: Script Pre-scanning.
Initiating NSE at 14:

at 14:38, 0.00s e d
Initiating NSE at 14:38
Completed NSE at 14:38, 0.00s sed
Initiating NSE at 14:3

4:38, 0.00s elapsed

Scanning
Completed ARP Ping

open

/ered open pc 1024/tcp on 1
Completed SYN Stealth Scan at 14:38,
Initiating Servi scan at
Scanning Vi on 192.168.
Co ted Servi scan at 14:39
Initiating 0S try #1)
NSE: Script scannin .
Initiating NSE at 14:39

Test Page for the Apache EE o ) = 1

q s} [ & Notsecure | 192.168.68.64 (o, ; DO o=

This page is used (o test the proper operatio i, it means that the
Apache Web server installed at this site is W ~ TECHNOLOGIES * Expon

If ¥ web servers Web server extensions
You may now add content to this directory, P 133 QpensSsl 086t will see this page, and

Sayer

not your content.
med s8] 2

| If you have upgraded from Red Hat Linux € Operating systems i set in
| jetcsherpdicont fhttpd. conf has change 0 Svar /.
| Aliernatively, the contents of /var/www can X UNIX agly.
| The fact that you are seeing this page indic: : ergoing routine
| maintenance Connect Wappalyzer to your CRM ~
¥ i See the technology stacks of your leads without leaving yo
| 1 you would like to let the administrators g~ oy e e i d, you should send
| them e-mail. In general, mail sent to the nar ~ CRM. Connect to HubSpot, Pipedrive and marny others rlate person,
| Far example, if vou experienced problems See all apps ample.com".
| The Apache documentation has been included with this distribution.
|

Four dlnrumentation and infremarion on Bed Har T imor nloasce vicit the Rod Hat Ine weheite The mannal for Bad Hae T imor ic sasilahle hore

IP, Puertos Sistema operativo
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IP 192.168.68.68
Sistema Operativo | Linux/Windows
Puertos/Servicios | 80 http

443 Https

2. Analisis de vulnerabilidades/debilidades

ication/enumtlinux’ ) on Sun Aug 27 21:15:@2 2023

MNessus [ Setup

d (a)

Ejemplo Reporte resumen de Nessus, auxiliares de metaexploit

Puert | Vulnerabilida
o d
80 Apache
443 openssl
3. Explotacion

Proceso manual/ automatizado.
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Automatizado

~/Desktop/kio
@=6b 192.168.68.64 443

khkkkdkddhkikdhbkkdhdrddddddrddtrdddhodddodddrhddbrkddrhkddbddddriddihdddd

W

with

*
irec.b *

anthic USG #5i 5
#delirium #nitroéx I t andic s HNHC #TechTeam *
| GAT ButtP!r I *

*

e e e e ol e e e e e e e e e e ol e e e e e el o e ke e e ol e e e e e o e e e e e ol i e e ol e e ol ol e o ol ol e o e e e e e

cipher: B=4
to send
n 2

0 n; rm ptra

55:04-- htt i trace-kmod
= ptrac
Connecting to 192.16
HTTP re . sent, a

4, Escalacion de privilegios si/no
Método de escalada

5. Banderas
| Bandera | 123456789123456788973325989 |
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1

Bandera | 123456789123456788973325989

2
Bandera | 123456789123456788973325989
3
6. Herramientas usadas
Nmap
Dirbuster
Metaexploit

7. EXTRA Opcional
Herramientas usadas
Nmap
Dirbuster
Metaexploit

Métodos, técnicas, procesos, contrasefias persistencia

8. Conclusiones y Recomendaciones

1)
2)
3)
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